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Managing third-party requests for health information is a routine function for every HIM department. HIM professionals
regularly receive record requests from third parties for a variety of reasons, such as revenue integrity audits or admission
validation reviews.

Historically, fulfilling these requests required labor-intensive processes that included locating the record, copying pieces of
paper, and mailing the record to an off-site reviewer. Today, requesters are asking for electronic access to organizations'
electronic health records (EHRs).

In today's HIM department it is impractical to continue the labor-intensive manual processes associated with paper records.
However, electronic access to health records provides new concerns. Before providing access to their EHRs, organizations
must review the considerations, requirements, and expenses associated with providing electronic access to third-party
requests.

Note: requests from external reviewers should not be confused with a patient request for electronic access. Under the
HITECH Act patients may request electronic access to their health records, and organizations must strive to reassess current
system functionality to meet that request.

The Considerations

HIM professionals first should consider how the record is comprised. If the organization is operating with a hybrid record (i.e.,
the record is comprised of both paper and electronic components), providing a complete and accurate record electronically
may be difficult.

In these instances, organizations may choose to print electronic components and copy paper components to produce a
complete and accurate paper record. The alternative is to provide electronic access for the EHR components and copies of
the hard-copy paper record, which can be time-consuming and difficult.

In addition, the organization should clearly define its legal health record. This will establish the basic information that will be
released in response to third-party requests.

Organizations also should consider their system's ability to transfer information to electronic media such as a CD or thumb
drive. Organizations with systems that can transfer information to electronic media can then provide copies of health records
in a format other than paper. These formats are becoming more common practice as more information is created and
maintained electronically.

Establishing Limited Access

If an organization has an EHR or is utilizing a document imaging system as a bridge to an EHR, it may choose to provide
limited access to the outside reviewer. This ensures that reviewers see only the records listed on their request. Reviewers can
then review records electronically either on site or remotely.

To assist in the review process some HIM departments choose to develop reviewer queues populated with the requested
records. Depending on system capabilities the HIM department can populate the work queue manually or automatically.

11/20/24, 8:19 PM Managing External Review er Requests in the EHR: Considerations, Requirements, and Associated Expenses

https://bokold.ahima.org/doc?oid=103624 1/3



For example, if all patients with Medicare Advantage are reviewed for medical necessity, the system can search for the
insurance type and populate the queue based on the discharge date. Records remain in the queue for a specific time period,
usually 30 days, before they are automatically removed.

In these instances reviewers are issued log-in credentials to the system. Log-in credentials must meet HIPAA access and
control requirements. Organizations may choose to accomplish this by limiting access to a certain population or ensuring the
log-in credentials expire within a specific time frame.

In addition, organizations may choose to limit access to "view only." Reviewer requests for information to be printed for further
review should be handled through the HIM department's normal release of information processes.

The Requirements

Organizations that provide protected health information (PHI) on electronic media must address requirements in the HIPAA
security rule. The physical safeguards section of the rule (164.310) requires organizations address the receipt and removal of
electronic media that contain PHI. The rule also requires organizations address the use, reuse, and disposal of such media,
both within the organization and outside it.

The HIPAA security rule also can provide guidance to organizations when a reviewer requests protected health information be
downloaded onto the reviewer's media device. Most organizations have implemented security policies that prohibit connecting
media devices from outside the organization to the internal network (e.g., EHR). Prohibiting external devices allows an
organization to prevent potential data breaches or system failures.

The HIPAA security rule clearly states that organizations are responsible for this assurance and strongly recommends
organizations encrypt protected health information as a further measure to protect information from breaches and
inappropriate access.

In addition, organizations should ensure they have a signed business associate agreement in place with any vendor who
chooses to receive information via electronic media. To mitigate potential risk, the information should be provided on a media
device approved and supplied by the organization. All external reviewers should be educated on organizational security policies
that explain why protected health information cannot be downloaded to an external unsecured media device.

There are other items to take into account in order to manage electronic access effectively. Regardless of the final format, all
basic release of information guidance remains the same. For example, organizations still have 30 days under the HIPAA
privacy rule to produce the health record. Reviewers should not expect to walk in and receive immediate access to the EHR
or a CD.

The Expenses

HIPAA allows organizations to charge reasonable costs to produce health records. HIM professionals should carefully review
the HIPAA guidance and relevant state guidance. Some states are in the process of approving legislation that would place a
limit on the fees associated with producing personal health information in electronic media.

Contrary to popular belief, producing electronic health records is not quickly accomplished with a simple keystroke. There is
still time associated with validating the authorization, processing the request, and producing the record in accordance with the
legal health record policy.

In addition, system capability will determine the time it takes to produce the information in electronic media as well as the final
format of the information. If the final format on the CD is unrecognizable, neither the reviewer nor the organization has gained
any efficiencies.

In the end, providing information electronically can benefit the HIM department. In order to provide an accurate and complete
health record in electronic media HIM professionals should collaborate with the external reviewers, information technology,
and security officer to ensure compliance.

Lou Ann Wiedemann (lou-ann.wiedemann@ahima.org) is a director of professional practice resources at AHIMA.

11/20/24, 8:19 PM Managing External Review er Requests in the EHR: Considerations, Requirements, and Associated Expenses

https://bokold.ahima.org/doc?oid=103624 2/3

mailto:lou-ann.wiedemann@ahima.org


Article citation:
Wiedemann, Lou Ann. "Managing External Reviewer Requests in the EHR: Considerations,
Requirements, and Associated Expenses" Journal of AHIMA 82, no.3 (March 2011): 40-41.

Copyright 2022 by The American Health Information Management Association. All Rights Reserved.

11/20/24, 8:19 PM Managing External Review er Requests in the EHR: Considerations, Requirements, and Associated Expenses

https://bokold.ahima.org/doc?oid=103624 3/3


